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(Company/Applicant Information)

A. GOt

(Name of Applicant)

A

B.& =&

(Address)

C. A2A |5

(Subsidiaries)

Q: Please state industry section(s), e.g. retail, manufacturing, information technology etc.

A8l AFOIE

OfE 7l&, o) #& M= BRI

Q: Please state activities/businesses,

e.g. outsourcing, consulting, software, cloud computing etc.
o) HASl AR / MBIA ZSYHO| o3l 7|= (Of: ofR24d,

A 3g0
ned, 2R

3H
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Your Best Risk Solution Partner

1.1 04, O|= L Xp&F 9 YHE HE (Turnover/revenue, US-assets and general information)

Q: How much turnover did our company make?

Ml DB F2 (2 : e
M Prior year XN Current year Lj Projected
0| = 2| 02X Q| 0] 2x Q|

¢iZt Z0ZE Gross

turnover/revenue

22t A7t HSO=E
Gross turnover/
revenue created online

Q: Do you have assets in the USA?
o= o A4S 2|30 AHUIN?

[] Yes, o [ ] No, otLie

Q: Date when your business was established?
OIM| 2IARZH MBS USSR

Q :Please state the number of employees

Mz L == o|EA Lt
Q: How many individual IT devices (e.g. server, desktops, laptops, mobile devices) have you have
deployed? / #At7t Hizmot 0 1T 7|7]9] Xt (MM, HA3E, LES, 2HY 7]7))

[] 50 ojgt [] 50 ~ 200 (] 200 ~ 1,000 (] 1,000 of4

Q: List all website domain names (which are addressable from the internet) that should be

covered by this insurance / 2 28coz =HIE RE YAOE ZHAFZ(QHUCZE HAIIsSH 7|

Q: Please give details to your IT budget:

TIALS] IT B O (TRl TrR)

prior | Current &1

Your annual aggregate IT budget
o1zt F 1T ot
Percentage of IT Security budget therefrom
IT 2ot of At H|E

Projected L4

Percentage of system security therefrom

A|&E EOb HIE
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Your Best Risk Solution Partner

2. B8 XM H (Insurance Information)

2.1 27 HE ZZ(Requested Insurance)

Q: Which coverage, limits and deductibles are you requesting?

For which period are you requesting insurance?

Syste EEYS, HABTO, BHIY (B9 Wolel) / BT

Policy Period

~

27|zt

AbS) = OH 7| =L oH
: FU 5| (Limit of (Deductible or

(Coverage Section) - :
Insurance) Waiting Period)

Section 1- Privacy Breach Liability Coverage

Section 2- Confidentiality Breach Liability Coverage

Section 3- Network Security Liability Coverage

Section 4- Media Liability Coverage

Section 5- Privacy Breach Protection Coverage

Section 6- Loss or Theft of Data Coverage

Section 7- Business Interruption Coverage

Section 8- Cyber Extortion Coverage

Section 9- Reputational Risk Coverage

Endorsement1- Professional Liability Coverage

Endorsement2- Cyber Theft Coverage

Endorsement3- PD & BI Liability Coverage

Endorsement4- Service Failure Liability Coverage

O oygig|ojojgg|joojgg|d

2.2 O|™ HE ¥ (Prior Insurance)

Q: Do you currently hold or have ever held cyber insurance providing

the same or similar coverage as the insurance sought? [ ves, ] No,
HARE oM ZHUStARL St= B HIRSIALE |ARR BYE M3t AOHEHE of ot e

=]
B98}7IL}, ThstEo| YaLITR

Pl
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Your Best Risk Solution Partner

Q: If yes, please provide the following
7HUBHE O] QUCHH, CHEO| 7| YT N AR,
Limit of | Deductible Effective Expiration | Retroactive

Insurance | / Retention Date Date Date
Hysole = YA EMNEY A2gHEY

Carrier Coverage

HE 3| AL FQEHE

Q: Has any insurer ever cancelled or non-renewed a policy that provided the same or similar
coverage as the insurance being applied for? 7tga¥ste Exnt HXSIAL fAISH 20| FAL|AL

BAER| g2 Mol UBLIb

[ ] Yes [ ] No ] N/A

3. ol Z/e} E{F(Type and Quantity of Data)

Q: Which type of sensitive data is your company maintaining/processing and to which volume?
Please provide a rough estimation regarding the amount of records:

ofMst 79| HO|HE g % Malstn en 1 &2 ottt ELnpe

ClolE =0l iSO CHEfol F=HXIE 7|xHst0] FAUAIL. (THe : A=)

20| 79 20|

Non-US records US records

HolH %E%(Quality of Data)

WM EZEE

(Personally Identifiable Information)

e 7t 8=

(Payment Card Information)

el Ay 3=

(Personal Health Information)

S|AR 7| R /X AR L2

(Confidential company info/Intellectual property)

AERY S H 2

(Username and passwords)

7| Etothers)
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4. HI3X} MH|A(Third Party Services)

Q: Do you outsource any part of your network, IT system, information

[]vYes, [] No,

services or information security functions? / FAtE HEI, ITA|AH,

o otL|
FEMHA 9 RO AR Fo| ARES OFRAYSID UFLII?
Q: Check all that apply and name the organization providing the services
M3kt ME|AE HSots 20FE MABI0 FHUAIR
[ ] Management of entire IT system [ ] Alert log monitoring
HOTAIA" 22| 1 21 Fugy
[ ] Data center hosting [ ] Offsite backup and storage
CIOlE ME A8 QIAOIE WA gl =t
[] Managed Security [] Other cloud computing services
2ot A 7|Er 2Et*E HRE MHA
[ ] Data processing [] Application service provider
HOJE Z2 A4 AT ELOf ACY MH|A

Q: Do you perform risk assessments prior to conducting business

with third party providers? / #At= X3X MH|AE 0]&3t7| Hof st

[]vYes, [] No,

ol OtLIL
HAts MBI~ MSXtOf| et 2| A3 EIE AL}
Q: Have you validated that the security level of each third party provider is
commensurate with your own (e.g. via audit, independent audit)? [ ves, [] No,
HAks 2 M3el MHIA S0l OfStol Al £FO| BTtk E2ASES RAISH=XA of ot
=olgtLmte
Q: Do you monitor third party provider activities for security events? [ ] Yes, [ ] No,
FAb= Eot O[HIE B MH|A SSX 252 ZUHIRUIN? o OtL| 2

Q: Are legal requirements of/for vendors, communicated, written in the

[]vYes, [] No,

contract and evaluated?

_ ol OtLI
HICof Chet HEXN @7TAr0| Holxn Ao 7Y, BIHE U
Q: Is the content of contract(s) reviewed by internal or external lawyer? [ ] Yes, [ ] No,
HofM {80 Liole Bz At o AEE LIt ol OtLI
Q: Do your written and signed contract(s) with the service provider(s)
include hold harmless agreement or waiver of liability due to any failure to [ ] Yes, [ ] No,
safeguard your data? / #At= AH|A ZEXkete] H oA FAL HO|E 2OHRX| Alm{of of ot e

thet BAgol e 2gs EZET AME Fgotn MstASLINN?
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Your Best Risk Solution Partner
5. 1T EQt (IT Security)

The following questions help us to evaluate the maturity of your IT Security. Please answer all
questions and provide evidence where available (e.g. reports, presentations, documents etc.).

PESHZE ALl IT 2ot Y5 =8 HIIot=0 =80 gLt 2& FE0| dd35 gHs0] FA|D 0|8 7t5¢
LEAZ, A 5)7t A= B2 i AHEE MS8HFA|7] HHELL

5.1 =% Organization

Q: Does your company have a designated person responsible for IT/
information security (e.g. Chief Information Security Officer, “CISO") [ Ves [ No

or team that regularly reports to senior management? o
HAE IT/EEEHS MAX = LA @D YEEH WAL, CI1SO)0| X
&0 UALE, 19 YT 7KLz Badle BAF EXHRLII

oL

Q: Does your company have a designated person responsible for

information privacy (e.g. a Chief Privacy Officer, “"CPO")? [ Yes, [ No,
HAE eSS RS MeXls U@ D ¥ MexhS o otH=

XEotd ASLIN?

52 HEHOHIEEES HHUA U HEato|oA

Information Security/Privacy Governance and Compliance

Q: Do you have a formal information security policy, implemented

corporate-wide and permanently available for all employees? [ Yes, [] No,
T HYUS Yoz HANLoz FHEo 1 AEHez S8 + A FrstE of ot 2

HEEot O] A&
Q: Does your information security policy address requirements for third
[]Yes, [] No,

arties which share sensitive information?
P o ofLe

TAtel BEEQH M2 RS FEE S/StE M 3 A2l 27 AFE ORI ASUIN

Q: Is your information security policy regularly reviewed and updated to

[]vYes, [] No,

cover new threats?

FAMel HEmO HHS M2 AWS [H27] 5} YINOR HEED AHOEHLMN ; e
Q: When was the information security policy last updated? []Yes, [] No,
MEwoh Y2 oF OiX%oR YHjoE EHUSLI of o2
Q: Do you have a formal information privacy policy developed and [ ] Yes, [ ] No,
implemented? #Ats SAFHO=Z JHQMERES FMZ Jfdsia st UELII of oL
Q: Is your information privacy policy regularly reviewed and approved by ] 0
an attorney/legal consultant? 01\|(es, OH-II\:EOI
AL 7RI R FHME2 HoA /) HE HHHEY HIHeE AEStn LI
Q: When was the information privacy policy last updated? []Yes, [] No,
FALS] JHRIEE Ho FMo| AN OHX|te =z YH0|E EASLI? of ot
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Your Best Risk Solution Partner

Q: Do you track data by use of tracking tools? L] Yes, [ ] No,
HAE E2fE =75 AH83t0] HIOIEE E2fE Sk ol otL|2

Q: Do you inform visitors of your web sites that you track data (e.g. by cookies)? [ | Yes, [ ] No,

FIAbE HOIH Eafd o225 HAOIE YEAH (F7] S)01A LeldLnt o otLI
Q: Do you have a policy and associated procedure(s) to ensure that

, . o : [ vYes, [ No,

wrongful tracking and collection of data is avoided effectively? o orLe

TAE St E2fE W HOIH £EE SUHoR X5 2igt 4 & 2 ZXRIE As IR

Q: Do you have an Information Security Management System (ISMS)

[]Yes, [] No,

. . . »
in place based on an international standard? o orLe

HAe =H BES 7|HCR St= FYREQH 22| A|2H (SMS)E AF1D UFUIN

Q: Are you required to be compliant with any information security /

[]Yes, [] No,

privacy laws or regulations? o ot
e SO EEQ / HABE B2 HE = #ES EFMor Lk

Q: If yes, please name relevant laws or regulations
JOH 2H 88 £= 82 7IMSUAL.

Q: Does your company hold any information security certifications? []Yes, [] No,
HAE BREEQ 252 B/t JA&UIN ol ot 2

Q: If yes, please name the relevant standard(s) and attach a copy of latest certificate(s).

O 28 BEFS 7ML, ZM ABM AEE HESHAIR.

X|& 7I=E ™HR/4Y Payment Card Information/Industry

Q: If you are subject to PCl compliance (Payment Card Industry Data Security Standard), please provide
a copy of your latest PCI-DSS certificate. Check N/A only if you do not process any payment card data
HAZE PCI &= (K8 7IE Y HIOJE 2ot ®#EF)Q MBS Y= 4R 24 PC-DSS YEM AHEE MISHIAIR.
X|Z 7t= CIOIHE NMz|otx| Y= ZR0IT N/ AE HIASHAIR.

Q: Do you accept payment cards (i.e. credit or debit cards)? []Yes, [] No,
FHAHE XE 7LE (O : A8 FIE Ee= AE 7IE)E A8 ARSI o oL 2

If yes, please state the turnover / revenue created with payment cards:

JZCH X2 7tE2 4 & EY / 942 FASHUAIR.

Q: How many payment card transactions do you process annually?
FAbs OfE Lot B2 XE FtE A E Malgunr

[

Q: Which is your current merchant level according to the PCI definition?
PCI Zolof et At X EOfXL 282 o= AYLN?
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Your Best Risk Solution Partner

Q: Do you mask all but the last four digits of a payment card number (] (] ]
when displaying or printing cardholder data? Yes, No, N/A.
HA= FtE 2RX FEE BASIZILL QM & W X|E FtE HZo| OiX| 4 X2|E of oile  HEe
Helgt BE YEE JHYUIN

Q: Do you ensure that payment card-validation codes are not stored in u u u

any of your databases, log files or anywhere else within your network?
FAE X2 7IE f2Y =Q RETF HO|HH0|A, 2O oY £ HEQR ol o2

RO MR HEF B AgU

Yes, No, N/A,
of  ople HEg

O 0O 0O

Yes, No, N/A,
o Ofle  HEE
O 0O 0O

Yes, No, N/A,

Q: Do you encrypt all account information in your databases?
HAt= dlolEBojA0] BE AY FEE Y=t

Q: Do you use Point of Sales (PoS) terminals?
HAHE Point of Sales (PoS) BHX7|E AL T2

of Oile  HEE
Q: If yes, is remote access permanently disabled and terminals in L] L] []
a separate network? J1CIH 217 ANATF XSHo2 HEASE O YD Yes, No, N/A,
HOl2d2 Z2lE HEAI KBt A2 of Oile  HEE
Q: Do you encrypt or use tokenization for account information at all L] L] []
points of sale? Yes, No,  N/A,
HAts mof AlEO AE HEE YzSAL EESE AL of Oile  HEE

Q: Do you employ point-to-point encryption, starting with payment card ] ] []

reading device? Yes, No, N/A,

HAE RlE 7tE SHEI|2E AIESIO point-to-point 2AZ3HE ALEEILIIN? of ofHe  HHE
Q: Do you have a standard procedure implemented to permanently ] ] ]

comply with legal (or contractual) privacy requirements and regulations? Yes, No, N/A.

NS HH (e Aol HOUHE B 27 A ¥ FES NSHoE E4t)

gk=4
gil FHE BE AL AFLIIP A oke HEs
5.3 ITXt4F QIHIER] 31 2R/ Inventory and Classification of IT-Assets
Q: Do you have an information classification scheme? []Yes, [] No,
HAs B2 2F AT &L o otL|L
Q: If yes, does the scheme take into account information confidentiality, v N
es, o}
integrity and availability? o oty e
I AT 2 71eY, R2Y % 7t8EE gL
Q: Do you keep an inventory of software and hardware assets in your network? L] Yes, [ ] No,
HA= HEHIO £2ZEQ0 8 StEYO M FES 2L o OtLI

Q: Do you have an inventory of all storage location(s) for most sensitive
and business critical data? []Yes, [] No,

FAHE THBD S HIZUA COE hS RE M fIXot BHT MERS 75 ol ot
St A&
Q: Do you maintain a catalogue of external information systems? [ ] Yes, [ ] No,
FAE 2If B2 A2Y RIS |X St A&FUIN? o OtL|2
. AFMS
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Your Best Risk Solution Partner

5.4 ITA| AR Zeo} 9 253} IT System Hardening and Encryption
Al 2] Z3} System hardening

Q: Do you harden all your servers and workstations e.g. by removing
unnecessary software, logins, services which are not mandatory to
fulfil the intended task by the program and do you use standardized [] Ves [] No

images for setting up new systems? o ofL
HAs BE MY S QI 2HO|M0| 2otZRE HELIN o) Z2IM0|M oj=3h 24

of 2R3HA| G2 ~ZEL0, 2101, MHlA M B g AIL-E 28517 2 &St

Ol0IX] AE =
Q: Are all systems and network devices securely configured? []Yes, [] No,
ARl 2E AARL HEYT FX|7b ATSHA HFE0f JASLIIN? of OfL|2

Q: If yes, which of the following applies? J1Ctd Ct2 & o= 20| HEE LNt

[ ] Change all default administrative passwords e.g. on hardware firewall, routers, SCADA system(s) etc.
EE 72 22 ¥z HE o) SHERIO] W, 2t E, SCADA A"l ¢z HY

il

[ ] Implement appropriate security settings and standards X3t 2ot MY 3 BE 713

MM

[] Remove unnecessary services £Z 28 AH|A XA
Q: Do you use legacy (out of date/end of life) software and/or hardware
which is officially not provided with security updates by manufacturer [] Ves (] No

/provider (e.g. Windows XP)?
H=LH /A= LA (o : Windows XP)2| 29t ALHO|EZt 34 Moz NSEX %Us
CL [

A
JE AZEQO (3T / 4 ) ATEYO Y / EE YOS ASELIL

ol otL|2

Q: Have you implemented a process to remove system access, user accounts

and associated access rights as part of your process to terminate the [ Ves

[ ] No,

contract of your employees, temporary employees, contractors or vendors? o orLe

HE, YAl HE, AR E= S5 N2 ASts SiXISHY| A%t ZRMAS YRR AN

HM2, ARSAE AE R B HAHA TS HAHSE ZZMAE P ASLIR

e = [N =]

2422} Encryption

Q: Do you properly encrypt the data types mentioned under section 3 of

this questionnaire in accordance with the relevant law, regulation or standard? [ ves, ] No,
A T 7Y £ BT et 2 M2Mo| 3 ¥ AF E HolE f¥S o otHe

HESHA g=steiLnt

Q: If yes, does encryption include the following?
It A2ot0f CfF &0 ZEELN?

[ ] Data at rest =% Ho|gf

[] Data in transit/motion ®% ©lo|E

Version 05/2025 A“H§I'IH



Your Best Risk Solution Partner

5.5 Patch #2| Patch Management

Q: Do you timely patch your systems and applications? [ ] Yes, [ ] No,
HAlof Al2E 38 Z2OUS WX o otLI

Q: If yes, how are security patch notifications from major system vendors handled (check all that apply)?
OO Fo AL 35 Mol 2ot X YBS XM2lshs WY GIY AR 5 MEsiUAlR)?
[ ] No automatic notice from vendor
32 YHERH Xs X s
[ ] Automatic notice (where available) and implemented in more than 30 days
s A (A8 7t %) % 30 & O Lo A
[ ] Automatic notice (where available) and implemented in 30 days or less
S SA (A 7hse B9) W 30 & ofuiol 7

Q: Do you test updates and upgrades of firmware, software,
y P PI []Yes, [] No,

web-applications and products before deployment? o ot e

HYZ ol EHelof, AZEQI0f, @ 88 T2 A HEQ YH0IE 3 YA 0|EE HAESLI?

5.6 Malware Protection 2’43 E HS

Q: Do you use anti-virus, anti-spyware or equivalent anti-malware protection?
FAb= HE| HEO|A, QFE] ALO|R0| = O[O &fS3t= QtE| U0 BZE AT

Q: If yes, on which devices? (check all that apply)
JHOHH o FHAof HEEHUMN? BiEEs ZE AS HIAMAR)

[[] Web- and email-gateways 2 % ojo|2 #olego| [ ] Workstations and laptops $3AH0[4 ¥ #E

[ ] File-servers ma At [ ] Mobile deviceszth 717
Q: Is your malware protection equipped with activated signature-,
heuristic- and behavioural-based detection mechanisms to protect

against modern malware (e.g. rootkits, backdoors and Advances [] Ves [] No

Persistent Threats using evasion methods)? o oL
ot FE HS 7|52 AA ot T2 (of) 3|u HEHE ARt=
Xsd & ) 2RE E32617| 2o g% & MY, 2|28 8 2 7|8 &X|

HALSS 2ED YSLIR

Q: Is your anti-malware protection managed only by a central IT department? [ ] Yes, [ ] No,
HAS Bo X B2 S T SMOMEE Ze|E LI ol OtL| 2

Q: How often are virus signature files downloaded and deployed?
HpO|2{& MY o2 opLt ApF O 2E Sl HEEL7?

[ ] System(s) are permanently online. Download and deployment is automatic.

AAHO| X&HOR 2atel HH. 2 X HES X5 8

[ ] Manually - daily

S50

[] Manually — greater than daily

=5-0tF Hbt 2 F7|

Version 05/2025 A“H§I'IH
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5.7 Application Security SEZ21 HOot

Q: Are all business critical applications developed in-house coded by [ ] Yes, [ ] No,

application of standards and best practices to defend against known of ot e

security issues? Please check N/A only if you do not develop applications in-house.
S 593 Q28 S8 ZTRIUS AN o= Jfwsto] YT HO XS W6} L1 N/A

o oo —

gt EE U B AAE HBolol BYLIL AN S8 Z2IUS ALK Yo HT g
=
=

Q: Do you test the following for security flaws, including coding errors and malware?
HME 2E 2F % BANE HIRT 22t A0 Ofs] LS HAEYLIIN
[] Internally developed software or mobile applications (“App’s”)
EMoz 7jg = 2AZEQO &= IHIY OfZ2|AH oM (A
[] Third-party individual application software
EbAF 7HE S8 Z2I3 AZEQ0f
[ ] Internet facing web-applications
QIR0 HAZE A ofE2lAH ol
Q: Is the development and testing IT-environment separated from

[]Yes, [] No,

production IT-environment? o oty e
A= 7 HAE T 2F0] AT 2Ea 22|50 AL

Q: Have you implemented application firewalls that inspect all traffic, and

explicitly check for errors in all user input? []Yes, [ No,
AAE BE SIS ANBD RE ARK YN SFE YA Holsts of o2

S8IE20Y WiYg ¥ JEUN

5.8 Network Security JE{3 &0t
Network Access U E93 HZ

Q: Are all internet access points secured by

HAel BE QHU ML ZOIETE EA0R ROME|JAFZLTI?
[ ] hardware firewalls? st=gjof giste
[ ] next generation firewalls? xrjc wtsie

Q: Is it ensured that standard configuration is individually adapted to

prevent access to unauthorized external web sites? []Yes, [ No,
A SOUEIX| B 9% YMOIEO st AHAE WXIs}7| At BE 74O o o2

Henoz Hge 20| By

Q: Have you implemented network segregation (e.g. demilitarized zone;

DMZ)? Please provide your network architecture overview. []Yes, [ No,
WEYI 22| O : HITH X o), DM2E FH &L WEYD o7 |8 Has ol OtH=
HEHFAAIL.

Q: Do you use Network Address Translation (NAT)? []vYes, [] No,
HAHE NAT (Network Address Translation)S AHE%HL|7F? ofl oL@

Version 05/2025 'EAO*QI'IH



Your Best Risk Solution Partner

Q: Have you implemented network access control (NAC) technology? L] Yes, [ ] No,
HAFE NAC (MERE M2 HO) 7|2 73 ASLIR ol otL|2

Q: Have you deployed any data loss prevention, DLP technology,

e.g. end user device, internet/mail gateways? [ Ves, [] No,
HAtol Hiole &4 ®X| J|&(DLP technology)0l MEE|ASLIN? O)EE AHEXE EX, of ot 2
QIEL/o e AHolELO|

Wireless Networks Security &4 HE$|3 Hot

Please check N/A only if you have no wireless network(s)
FH HEYIT Y= B N/AS HIASHAIR.

Q: Do you have any open (unencrypted) wireless networks or

any secured using the WEP encryption standard? []Yes, [No, [ NA
W (@zstER 42) BN WEYIT AL WEP Rzt BES o ot HIXE

At8stol Eoto] 2850 AFLI

Q: Do you secure your wireless networks using the WPA/WPA2
y y J [JYess, []No [] N/A

i ?
encryption standard? o ot e H

WPA / WPA2 2=3t BES AMESHY M HEJIE 2L
Q: Is there an appropriately configured and regularly maintained
firewall between all wireless access points and the parts of
P P [ ] Yes, []No, [] N/A

your network on which sensitive information is stored? o ot e T
1o
2 24 HhA XFD T2 FEIF HELOUs WEHI B2

HESH Fd=2 F7IHez /A BE|=ls Y=H0| AFLIN?

Intrusion Detection XQ! EFX|

Q: Do you monitor your network with Intrusion Detection/Prevention

Systems “IDS / IPS)?
HAHE HY EX| 7 WX A|A"” DS/ IPS'2 HEQIE ZLHE L

[]vYes, [] No,

l otL|2

Q: Are logs analysed and do you get automatic alerts by a Security v N
es, o,

Information and Event Management (SIEM) product or service? o oty e

27r M5 2ot FE Gl OJHIE | (SIEM) XF E= MHIAE S8 Ats E1E gall

5.9 Access Control M2 EX|

ru

Permissions and physical access Al&3et U 2|8 H

Q: Do you restrict employees access rights/privileges on a business-need-to-

know basis (espedally administrative permissions and access to sensitive data e.g. Pll)? [ Yes, [] No,
FAE 2 AdMA Aok HI=L A @7 Afetof w2t wshe L7k ol ot 2
(B3| 2| #3 X 523 HolH (0 : HAAE™HE)0| ThEr HAA ABh?

Q: Do you prohibit “local admin” rights on employee workstations/laptops? [ | Yes, [ ] No,

HAlE AU fIAHOM / MEO CHEH "2Z 2Rt AT XL ofl OfL| 2
Version 05/2025 'EAO*QI'IH



Your Best Risk Solution Partner

Q: Do you monitor excessive permissions (e.g. with segregation of duties rules)?

HAts DtEs AEHS JHXR] REE ZUHZLUI? Of - 2R 22 7FA)?
Q: Do you secure physical access to company facilities (e.g. offices, data

centres), equipment (e.g. servers, workstations) and storage media

(e.g. removable media, paper records) which contain sensitive information?
SIAF Al (O - AFR, HIOJH MIE), FH|(Of : AH, 3 2F0|H) S AL YRIL S0{/U=

M OiA (off - Ol OiM|, EX| Z|ZE)0f st 221X M B2|7F O|ROX| ASLTR

Q: If yes, please explain the physical security mechanisms
JZ0E 22 2o HAUSES BYHFHAIR

Q: Have you implemented “Bring Your Own Device” (BYOD) and do you
have an associated policy in place?

“Bring Your Own Device” (BYOD)E THUCH #H FMZ AlASt ASLIIF?

mjo

Password Security I|AS|E HOt

Q: Do you have a password policy and is it enforced e.g. by complexity

(strong and unique passwords) and rotation (regular change)?

FAHE H2#s S 20 2ol 0|F M4 AFLIN o) S @ Hstn S0l
2z) % ZHOIMCEZIH #FE)0| 0RO A&

[ ] Less than or

every 90 days
90 0|3t

Q: How often are user account passwords

required to be changed?

YOiL} Xt AMRA AE 22 E HEFUIN

Remote Access ¥ H2

Q: Do you provide remote access to your information and/or operation

technology systems/networks?

TAE R 8/ £ 2Y 71& A2 /HEAI st 31 AMAE HSLLt

Q: If yes, how do you secure such remote access?
JZCHE A HMNAE OfEA ESL7?

[ ] ID/password only, ID/H|Zgisor B3

[ ] VPN or equivalent, VPN &= SAp7|&

ol

[ ] VPN or equivalent with two factor authentication, VPN = S7kx| 0|4 ©

[ ] Other, please explain: 7|EtALE, LIS MYsiFMAIQ.
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Your Best Risk Solution Partner

5.10 Risk Assessment, Incident Management, Disaster Recovery, Business Continuity
2|23 71, At 2|, e 55, 4F d54d

Risk Assessment 2|23 H7}

Q: Do you scan vulnerabilities and conduct IT-system risk and security assessments? [ ] Yes, [ ] No,

HAE FAFHS FARBIL IT Al2E Y % 2ot WIS AL o ot 2
Q: Vulnerability and risk assessments are conducted ... %4 % & Hrts {EAH SHELIR
[] as self-assessment Xt&| H7t 48

[ ] by external provider. Please name provider: /% 7}x} 43, o2 ®Ixt 0|2 7|¢ 2%

Q: Are all critical vulnerabilities corrected and recommendations implemented? [ ]| Yes, [ ] No,
At 2E XEHQ FHAPE 8-St AT AMEes HESHLUI o ot R
Q: Do you run penetration tests against your entire network? []Yes, [] No,
A HELZ0| Chst MF HAEE MLt o oY

Q: If yes, please indicate method and frequency of your penetration tests:

JZ0H HE HAES WY Sl HIEE EASMIAIL.

[ ] Manually, once a year or more frequently [ ] Automatically
45 2%, 818 =2 1 0j4 MY RS

Q: Do you regularly perform external security audits?
y g y p y [] Ves, [ No,

If yes, please provide/attach the attestation.
yes, please provide/ ' el ot

QF Hot ZAE FIIHoz AU IRIYLE ST S A HESHUAR

Incident Management At Z2|

Q: Do you have an incident response plan for data breaches, network intrusions

[]Yes, [] No,

or IT-virus infections?

o otL|L
ol |% UWEXI QY £= T HHO[2A 2o T3 Al T8 AEE 7HXT JUSLITF?
Q: Are these plans reviewed and updated annually? []Yes, [] No,
ARE A= tiE HEED AEoEE U o OtLI
Q: Are these plans tested annually? []vYes, [] No,
ADOE A=2 i HAEEL R o OtLI
Q: Are issues identified while testing the plans eliminated? L] Yes, [ ] No,
Ags H2Ests FY0IM HE EM= 25 XMl HJAEUIN o otLI2
Q: Does your incident response plan include alternative options considering
incidents occurring at third party outsourcing providers who you depend on? [ Yes, [] No,
FIAtel AfD Ch Aol ofFESID Qe M 3 At OFRAN HE MO LMslE AbRE o otH <=
n24sto] M| S 2ot Leto] ZE Lo ASLIN?
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Disaster Recovery sl S+

Q: Do you have a disaster recovery plan in place? [ ] Yes, [ ] No,
FAOl= M 57 Aol A& o otLI
Q: Is this plan reviewed and updated annually? [ ] Yes, [ ] No,
sig Age o ZE 9 YHo|EE Ltk o OFHe
Q: Is this plan tested annually? []Yes, [] No,
g A2 ojd HAEELUIN o Ot 2
Q: Are identified issues eliminated? []Yes, [] No,
gl & EHMe WM, AL o otLI

Business Continuity &5 A%

Q: Do you perform regular, automatic backups? []Yes, [] No,

M= F21H0|n KXoz WS AL IR o otL|2
Q: Are backups regularly tested to validate the accuracy and integrity of

the data and to verify the ability to restore data as quickly as possible

[]Yes, [] No,

with the least impact? o oL

F71Hoz WS HAESHO HO|Eo Fadu f2Y
Qlsto] Jhset el HOolHE S8 &
Q: Are several redundant generations of backup files with business critical

content stored in multiple and different locations (e.g. fire zones,

[]vYes, [] No,

natural hazards zones)?

o otLIL
HAts PR 5o W8S Zaste WS i MYst M2 CHE Fa0| 2asta
UELI? (2 S AARHSH ChS)
Q: How long do you estimate your individual RPO (Recovery Point HoursAlzt
Obijective), the period between two backups with accepted/acceptable
[e]]
loss of data? Please state the number of hours, days or weeks. Dayse
M= 318El= / A& 75t HIOIE 42 O|Fnt S8 W Atoje| 7|Zt2l JHE RPO
. . - N WeeksZ
(Recovery Point Objective)E YOE O &gtL|77t? AlZH & EE F =8 FASIUA|2 eeksT
Q: Can you indicate the accepted/acceptable time until a financial loss for HoursAlz+
you, the insured materializes with a significant impact on your
. [e]]
business? Please state the number of hours, days or weeks. Daysd
HAtel Hi=L 20| Bzt HEoz Qs HAF £ T2EXA MWEH &40 L=
=
DR S8l / £ Ths8 7I2S LIEHE & JBLTR A2, Y EE F 8 BABIIAIL. Weeks=
Q: Can you indicate the accepted/acceptable period of time until a HoursAlzt
financial loss for your client(s)/customer(s) materializes? Please state
[e]]
the number of hours, days or weeks. Dayse
HAtel nzMo ChEr WFH 40| Myl 2 WitX| s1&8&l= / 3187t 7I7te LIEME =
=
UELI AT, Y EE F 48 BAGUAL, Weeks

Q: Have you executed a business impact analysis (“BIA”) considering v N
es, o}

ol otL|2

IT-relevant threats?

FARE IT B €S 1224510] HIZL A g 24 ("BIANE HE AsUIN
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Q: Do you have a business continuity plan in place? X Yes, [ ] No,
HAs HIZHA &Y A=E =8 dSL ol ot 2
Q: Is this plan reviewed and updated annually? []Yes, [] No,
Y A=l ol HE 3 GO EE LN ol oL 2
Q: Is this plan tested annually? []Yes, [] No,
siE A= o HAEEUTR ol oL 2
Q: Are test observations reviewed, implemented in the plan and changes tested? [ | Yes, [ ] No,
HAE pratg HESHD, Aol oistn, HE Alds HAEYLI ol ot 2

5.11 Security Awareness 2t Q14|

Q: Do you provide reqgular training to your staff to increase their
you p g gtoy [] Ves, [ No,

information security awareness?
y o otLl @

FAHE BEEQH o[4S £0|7] flaf HAMA Y7|Hl ngs MIgLI?
Q: If yes, please indicate in detail the content of such campaigns (e.g. data privacy, IT security,
social engineering) within the last 12 months.

“orel F K| 12 JhE 7 oY Zm|ele] 2EX (Of : HIOJE JHR¥E B3, T 2O A2 STHE KHMISHA 7| st FUAIR.

Q: Do you conduct simulated phishing attack exercises (including the

tracking of user actions)? []vYes, [] No,
HOH QAL WKO| £ AFOILE HRLIE| (Of : BEE & AU ALK T HYXL, o otte

Y)OIA = BE&EUIN?
Q: Are employees who respond to a simulated phishing attack required to
[]vYes, [] No,

undertake training to increase their awareness and vigilance to such attacks? o oty e

oY BHO| e 2o MY 8K WE FH EHS SN

(Security Event and Loss History)

Q: Have you at any time during the past three (3) years had any incidents,
claims or suits involving unauthorized access, intrusion, breach,
compromise or misuse of your network, including embezzlement,
fraud, theft of proprietary information, breach of personal information,
theft or loss of laptops, denial of service, electronic vandalism or [ ] Yes, [ ] No,
sabotage, computer virus or other incident? If yes, please attach full ol otL|2
details including a description of each incident, claim or suit and the
cause, internal costs, cost to third parties, whether affected individuals
were notified, time to discover, recovery time and steps taken to

mitigate future exposure.

Version 05/2025 CHA O EeE3 Anl'Ao-l§|.IH
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A3 @ S FME B8, M7, =8 FE9 &8, MHAPES RE S HEYAS FH
UM, HY, Hl, i = o8 BHEE MA, T Es 280 AUSLIN HRH =H

=d, MHA AR, X 7|E o B ot
[N
—_

1

2l e 4 A a5 % el W& HIE, H 3% H|E, m3ixto] X &,
U A, ST A S g% 2|A3E ALY A Fe =Xof it €S Zeotd

Q: Are you aware of any release, loss or disclosure of personally
identifiable information in your care, custody or control, or in the
control of anyone holding such information on behalf of you in the

most recent three (3) year time period from the date of this [ Yes, [ No,

. . . e OfL| 2
application? If yes, please attach a complete description. A F

Y 22 3 8 S HAZE 257, 22, SHSHAL, HARE Mol B SEE 2R
ARE EHStE otE0l HAFEI E 24 Ee 3HE Bt ASLIIR

[==
JREOHEH 23 MR AlES HRSAIL.

-_

Q: Have you ever experienced an extortion attempt or demand with

respect to your computer systems? If yes, please attach complete details. [ Ves, [] No,
A HRE A" e @Y MR E= 275 FY o Ho| AL of ot e
JECHH 21 M5 Al HRstdAlL.
Q: Have you ever received any claims or complaints with respect to
allegations of defamation, invasion of or injury to privacy, theft of
information, breach of information security (including personal
information), transmission of malware, participation in a denial of
service attack, or been required to provide notification to individuals
due to an actual or suspected disclosure of personal information? If []vYes, [ No,
yes, please attach details of each such claim, allegation or incident, o ofL|
including costs, losses or damages incurred or paid, and any amounts

paid as a loss under any insurance policy.

Yol fE, A Hof Ee ddl, Y2 =8, YREEQH fEt JHEE =g, oY RE HE
MH|~ AR S0 jet F, £= M £= QY222 AR REE Q| ot
TR 2 A ERE g

#o| Tl ARIS| M A
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Q: Have you been subject to any government action, investigation or
subpoena regarding any alleged violation of any law or regulation? If [ Yes [ No
yes, please attach complete details. o I ’

HO|L} 7 fIErol Oigt YRl =X, ZAF £ 28T S WASH I JIYCHEH 2

ME A S HESHIAIR.

oL

Q: Are you aware of any actual or alleged fact, circumstance, situation,
error or omission, or potential issue which might give rise to a claim
against you under the insurance you are applying for or any similar

insurance presently or previously in effect or currently proposed? If [ ves, [] No,
: o Ot 2
yes, please attach complete details.

HF EE "ol &8 27 EE £, E= HMHY OlFAMER 23 FAZH ZHASt AL

St= = 2O|L) dXf E= O|T0| TREUALE oix] HMtE FALEYSIOAM FHHoz

[

FA 7E £+ s A YYS LRAMUIR D0 BE MR AMEE HRESMAIL.

i
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XA ME (Additional Comments and Signature)

Q: Would you like to add further information or details regarding your Information Security?

FEEOO| #ot 7t BEL ME AES F7h SHASLII 2aA| 7|YsiF AL,

O] MFO 7|FEC H22MN,
CHEZM, L7} ots 3t A|MS

ABotAS S oY

Lt MM 7|SF ALS KD BANo=
IS

Ctoto], of 22XM0A 2lALE T
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F) oigEe A0 dEE 87 d2Mc 2 st MLz UFEH EYPAL 2L
HYO R0 O3] S s 0[E & AFLICH W2t 2= 20| s AFEtz JA9
BEHSAlE AO] oLt CHAl of H dEAM WES =S L 2ol 2o 7|F LS

Herewith, by undersigning this document, | confirm that | am a duly authorized representative of the

company with sufficient technical skills to provide — to my best knowledge — accurate and

comprehensive answers regarding the questions within this Questionnaire on behalf of the company

I d e X : = 2 ol
23 A

CHEOIA} 2
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